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UTM-1

The security you need, the simplicity you want

YOUR CHALLENGE

Constantly changing threats and new security challenges make it harder and
harder to keep your network safe. New security products and polices imple-
mented to address this situation have dramatically raised the complexity and,
more important, the cost of securing your network and users. You need a unified
solution that delivers high levels of security, and at the same, reduces overall
complexity and cost.

OUR SOLUTION

UTM-1" appliances deliver proven, tightly integrated security features to
provide the perfect blend of simplicity and security. Based on the same Check
Point technologies that secure the Fortune 100, UTM-1 appliances deliver
uncompromising security while streamlining deployment and administration.
UTM-1 appliances offer a complete set of security features including firewall,
intrusion prevention, antivirus, anti-spyware, Web application firewall, VoIP
security, instant messaging (IM) and peer-to-peer (P2P) blocking, Web filtering*,
as well as secure site-to-site and remote access connectivity.

And UTM-1 is supported by SmartDefense ™ Services, which maintain the
most current preemptive security for the Check Point security infrastructure.
To help you stay ahead of emerging threats and attacks, SmartDefense
Services provide real-time updates and configuration advisories for defenses
and security policies.

THE SECURITY YOU NEED

Proven application protection and control

UTM-1 appliances examine hundreds of predefined applications, protocols,
and services out-of-the-box, ensuring that the vast majority of programs used
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*Available in Q1 2007

Data Sheet

NCX

The NGX platform delivers a unified
security architecture for Check Point
perimeter, internal, and Web security.

PRODUCT DESCRIPTION

UTM-1" appliances deliver proven,
tightly integrated security features
including firewall, intrusion prevention,
antivirus, anti-spyware, Web application
firewall, VoIP security, IP/P2P block-
ing, as well as secure site-to-site and
remote access connectivity.

PRODUCT FEATURES

N Industry’s most proven firewall
secures hundreds of applications
and protocols
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Robust IPSec VPN enables secure
site-to-site connectivity and remote
access

N Flexible SSL remote access without
the need for more hardware

N Integrated intrusion prevention

N Gateway antivirus for critical
protocols such as FTP, HTTP, POP3,
and SMTP

N Web application firewall and gateway
anti-spyware protection
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Intuitive hardware setup, diagnostic,
and recovery tools

N Fully centralized management
including policies, updates,
monitoring, and reporting

N Critical security updates and
advisories provided by
SmartDefense™ Services

PRODUCT BENEFITS

N Provides peace of mind with
proven technologies trusted by the
Fortune 100

N Protects networks, systems, and
users from multiple types of Internet
threats

N Ensures confidentiality by securing
remote access and site-to-site
communications

N Streamlines security deployment
and administration

N Protects against emerging threats
with SmartDefense Services



by organizations are threat-free when entering the network,
including emerging applications that can be difficult to
secure, such as:

« Voice over IP—with many organizations adopting VolP
applications to lower telecom costs, UTM-1 offers compre-
hensive VolIP protocol support to secure critical business
communications

* IM and P2P applications—these are common attack
vectors for spyware, viruses, and worms. UTM-1 provides
security for these applications by inspecting their commu-
nications or preventing them from entering the corporate
network entirely

Gateway antivirus and worm protection

Gateway antivirus continues to be a core component of a
successful UTM solution, adding a critical layer of protection
to antivirus on the desktop. UTM-1 includes gateway antivi-
rus combined with SmartDefense technology to provide
protection against spyware, viruses, and worms at the
gateway. Antivirus scanning includes the ability to scan email
(POP3 and SMTP), FTP, and Web (HTTP) traffic in real time
for possible threats hidden inside legitimate content.

Anti-spyware

Each UTM-1 appliance provides multi-layered, gateway-
based protections to combat threats and disruptions related
to spyware. Utilizing a constantly updated set of a nti-spyware
signatures, UTM-1 appliances augment existing deskt op
anti-spyware protections found in endpoint security products
such as Check Point’s Integrity ™ solutions. Optional Web
filtering provides even more preemptive protection by block-
ing sites known for distributing spyware.

Web security

Web Intelligence™, an optional component of UTM-1, is a
Web application firewall providing protection against Web
attacks such as cross-site scripting, directory traversal, and
SQL injection. Included in Web Intelligence is patent-pending
Malicious Code Protector ™, a revolutionary technology that
detects and blocks buffer overflow attacks and malicious
executables that target Web servers. Web Intelligence stops
both known and unknown attacks, offering preemptive
attack protection.

Web filtering*

Inappropriate Web surfing can introduce security threats into
your organization, as well as add risk from increased legal
liability, lost productivity, and compliance issues. UTM-1
appliances integrate best-of-breed Web filtering based on
an extensive database of threat categories and associated
URLSs. This enables you to define an acceptable use policy
for your organization and protect it from threats such as
spyware and viruses, as well as new risks from inappropriate
Web content.

*Available in Q1 2007

Simple site-to-site connectivity

UTM-1 appliances simplify setting up site-to-site VPNs

and remote access. Instead of requiring manual setup of
node-to-node VPN tunnels, security parameters for an entire
VPN—including remote access and site-to-site—can be
completed in one-step. After defining UTM-1 appliances

on the network, VPNs are automatically created among all
sites and remote users. As sites and users are added to the
community, they inherit the appropriate properties and can
immediately establish secure IPSec sessions with the rest of
the community.

Secure, flexible remote access

UTM-1 appliances provide an ideal way for employees and
business partners to connect to the trusted network by
providing the flexibility of IPSec and SSL remote access and
the ability to work seamlessly with various VPN clients. Each
appliance includes robust IPSec connectivity out-of-the-box,
with the ability to add SSL with a simple license upgrade to
Check Point’s SSL Network Extender ™ plug-in.

Organizations that want to implement strong authentication
out-of-the-box can use Check Point One-Click Certificates.
With integrated Internal Certificate Authority included with
UTM-1 appliances, X.509 digital certificates can be issued
to UTM-1 gateways and remote-access users. One-Click
Certificates provide industry-standard, two-factor authenti-
cation without the complexity and expense of PKI.

THE SIMPLICITY YOU WANT

Quick setup

UTM-1 appliances can be set up in less than 10 minutes,
offering truly simple deployment to sites that have minimal IT
resources. Using the included first-time configuration wizard,
nontechnical staff can easily perform initial setup and confi-
guration of the appliance. After plugging in and turning on
the appliance, the wizard guides users through configuration
and prepares the appliance for SmartCenter ™ management.
Once set up, UTM-1 appliances can be managed and
updated remotely using Check Point industry-standard
management framework.

The first-time configuration wizard makes configuring UTM-1
appliances easy.




Integrated SmartCenter management

UTM-1 appliances come with integrated SmartCenter
management, offering the ability to centrally manage multiple
appliances and other Check Point products from a single
console. It centrally stores and distributes security policy

to the entire infrastructure, eliminating the need to maintain
each site and gateway separately, reducing administrative
burden and errors, ensuring consistency across the network.
Through the intuitive SmartDashboard ™, administrators
define and manage elements of a security policy: firewall
security, network address translation, Quality of Service
(Qo0S), VPN client security, and VPNs.

Check Point’s SMART architecture helps you manage
changes in your environment by providing version control
of your security objects and policies for audit purposes or
quick roll-back.

Centralized, automatic updates

To maintain a preemptive security environment and ensure
networks stay safe from new attacks, optional SmartDefense
Services provide ongoing and automatic updatestod efenses,
policies, and other security elements. Updates can be down-
loaded automatically and distributed to remote locations at
presetintervals.

Real-time monitoring and in-depth reporting

UTM-1 appliances come with a suite of monitoring and
reporting tools to provide complete, granular security insight.
Enterprise-class administration tools such as SmartView
Monitor ™ and SmartViewTracker™ provide comprehensive
logging, real-time monitoring, and in-depth reporting with
the ability to create custom search criteria and time intervals.
Built-in Express Reports provide the ability to customize
reports in various formats, providing valuable insight into
security trends and developments over time.

SmartView Monitor provides real-time insight into appliance status, network traffic, and VPN tunnel status.

Continued on page 4
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