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EXECUTIVE SUMMARY 

Imprivata™ OneSign® provides an easy, smart, and affordable Enterprise Single Sign-On solution for 
organizations that need to quickly and effectively resolve their password security and user access 
issues.  Packaged as an affordable, easy-to-implement appliance, OneSign uses patent-pending 
technology to enable SSO without modifying applications. Companies benefit through centralized 
password administration, lower help-desk costs, increased productivity, and complete compliance.  

Imprivata OneSign requires no modifications to existing applications and no user learning curves. 
OneSign’s fully integrated support for multiple strong authentication methods and centralized password 
policies allow companies to implement levels of security that are appropriate for their environments. 

Imprivata OneSign is particularly beneficial for IT departments operating a heterogeneous portfolio of 
applications. Because OneSign replaces multiple passwords and application logon events with a single, 
centrally-managed user logon, IT’s burden is significantly reduced. There’s no longer any need to 
compromise increased security for increased usability. Imprivata delivers both security and convenience 
within the fully integrated OneSign appliance. 

Instead of custom scripting or VB code, OneSign uses the OneSign Application Profile Generator TM

(APG) to “learn” the login behaviors of the target applications and generate the correct XML profile that 
is securely distributed to SSO users on a session basis. As new applications are added or existing 
applications changed, the APG is ready to make changes in minutes without any interruption or 
downtime.

Organizations can also use OneSign Extension ObjectsTM to integrate SSO with an unlimited set of 
critical business functions.  OneSign events can trigger the execution of independent procedure code to 
enable powerful capabilities such as Roaming User Desktops, Personalized Drive-Mapping, or 
Automatic Password Synchronization. 

OneSign’s browser-based tools allow administrators to increase information security through 
straightforward password policy settings. Administrators can change password constraints 
(minimum/maximum length, reset intervals, auto resets), manage authentication challenges, and 
accommodate application-generated password reset requests automatically. 
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THE NEW SOLUTION TO THE PASSWORD CHALLENGE 

Today’s typical enterprise IT environment includes a mix of “credential stores” — authentication and 
identity schemes that support a broadening mix of Web, client/server, and legacy applications accessed 
from a variety of internal and external access points. In addition, new regulatory pressures including 
HIPAA, SOxA, GLBA, HSPD-12, FIPS 201, and Basel II,  all increase the urgency to gain control and 
increase compliance measures for password security. Faced with a growing range of threats and 
regulatory obligations, companies are establishing and attempting to enforce increasingly stringent 
password policies for internal and external users, creating a proliferation of constantly changing 
passwords. 

But each password carries a corresponding increase in security risk and support and enforcement 
costs. Increased password security measures have translated into higher help desk costs. In many 
companies, 30 percent of all help desk call volumes are directly attributable to password reset requests 
from end users, and those calls can cost up to $35 each.  

Directories are useful for storing user identities and other attributes, but applications may manage their 
own credentials in a proprietary manner, and are likely to be incompatible with deployed directories. 
Creating and maintaining a secure central directory service across all enterprise applications has been 
impractical for most organizations.  

In the search to address the growing password problem, SSO solutions have received a lot of attention 
over the years. SSO technologies promised password administration cost savings and increased user 
compliance and satisfaction. Historically, SSO has been very expensive, intrusive, incomplete, difficult to 
administer, and time-consuming to deploy. Until now, SSO solutions have remained out of reach for all 
but the largest organizations. 

Innovation Comes to Enterprise SSO: Imprivata OneSi gn® 

Imprivata OneSign addresses the enterprise password-management challenge through a unique, 
innovative solution that increases administrative convenience and effectively eliminates headaches for 
users burdened with multiple accounts and passwords. Imprivata OneSign provides a simple, secure 
mechanism for automating the single sign-on of enrolled users to multiple applications. Instead of 
requiring a user to remember and enter individual logon information for each application, Imprivata 
OneSign securely and automatically ties user credentials to applications, creating a single, secure, 
unified identity that is easy to establish, maintain, and use. 

With Imprivata OneSign, there are no user training requirements, and no directory or application 
changes. Imprivata OneSign’s intelligent Application Profile Generator (APG) “learns” the authentication 
behavior of each application and stores this behavior as an XML-based application profile.  The 
intelligent OneSign agent discovers and manages valid credentials for use in secure SSO sessions 
based on the XML profile and SSO policy settings. This works regardless of how the application is 
accessed – from a Client/Server, Web, or Host-based workstation using Citrix® MetaFrame® or Microsoft  
Terminal Services for example. [  APG automates the discovery of the authentication behaviors for each 
application and creates the appropriate profile.  Adding or modifying new SSO-enabled applications is 
as easy as running the browser-based intelligent APG to create or update each  profile. There are no 
complicated scripts to write or SSO limitations based on a predetermined set of applications. 

Imprivata OneSign automates application login interactions on behalf of the user without requiring 
changes to user behavior or any user training. When users forget their network login passwords, 
OneSign can deliver a self-service reset of a network password without helpdesk intervention. 

Credentials, SSO policy, and SSO application behavior definitions (XML-based application profiles) 
follow the user securely across enterprise applications and desktops, based on each user’s primary 
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authentication to OneSign. OneSign includes a simple yet powerful set of User and Application policy 
options that are centrally managed and transparently distributed to users and workstations. 

Imprivata OneSign Distributed SSO Architecture  

With Imprivata OneSign, a single authorized network or workstation login enables secure access to 
every required application. The OneSign SSO solution ensures the correct level of security throughout 
an enterprise, across an intranet and Web applications. User login and password change events are 
centrally stored in the appliance for reporting.  OneSign can even generate a list of users that are 
sharing their application credentials. What’s more, Imprivata OneSign is as simple as an appliance, with 
no need for months of consulting services or vendors interrupting an organization’s day-to-day business 
each time an application, user, or workstation changes.   
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ONESIGN:  THE BOX THAT’S CHANGING ENTERPRISE SINGLE  SIGN-ON 

SSO for a Broad Set of Applications and Environment s 
Imprivata OneSign simplifies secure access to Client/Server, Web, and Legacy or host-based 
applications through a simple network appliance that provides user-centric SSO authentication. SSO-
enabled applications can run natively, as a console, a host terminal emulator, in a browser, or through 
server-based computing such as Microsoft Terminal Services or Citrix MetaFrame XP®.

Imprivata OneSign automates SSO login access for an enrolled user to multiple applications within a 
single OneSign session. Instead of requiring a user to manually authenticate to each application, 
Imprivata OneSign transparently, securely, and automatically delivers the user’s credentials to multiple 
applications. Even applications that share credentials with the login domain or other shared credential 
stores are supported. 

Users are happier and more productive because they only have one password to remember. 
Administrators can centralize application password policy from a single point of control, eliminating the 
headaches of managing and auditing the complex mix of multiple passwords, for multiple applications, 
for multiple users, all changing at various intervals, with various forms and lengths. All without increased 
administrative overhead. 

Non-Intrusive Appliance  
OneSign is a non-intrusive network appliance. The client or desktop-based OneSign Agent and 
Imprivata Secure eXchange (ISX) technology require no changes to applications or user directories. 
OneSign communicates with any combination of user directories and runs seamlessly on the existing 
network. The OneSign network communication is secure, lightweight, and exception-based. OneSign 
utilizes a standard Web Services architecture and does not impact network performance. The pair of 1U 
rack-mounted devices (redundant unit) requires nothing extra to buy or install. 

No Changes for Users 
Successful primary authentication of the enrolled user establishes a private and secure communication 
session between the OneSign Appliance and the OneSign Agent. Once the user is authenticated, the 
OneSign Agent receives encrypted user logon credentials and application behavior profiles from the 
OneSign Appliance using secure Web Services. OneSign protects this information for each user in a 
secure, session-based digital vault on the OneSign appliance (this is the heart of Imprivata’s ISX 
technology). Users keep their existing network login procedures, such as a Microsoft Windows NT 
Domain®, MS Active Directory®, or Novell Netware® context.

Strong Password Policy 
Imprivata OneSign primary authentication can be tightly integrated with Windows domain and/or Novell 
NDS/eDirectory authentication. Since one password is easier to secure than multiple passwords, 
OneSign administrators can implement clear and straightforward security policies across all SSO 
applications based on users’ primary authentication. Imprivata’s ISX technology ensures the security of 
the primary authentication and all OneSign data transport. Shared workstation behavior is also 
supported for cases where the SSO identity need not be directly coupled to the network identity during a 
session. 

To further increase security, OneSign can cycle complex application passwords behind-the-scenes on 
users’ behalf according to an organization’s policy rules on a per-application basis. This enables rapid 
implementation and enforcement of a stronger set of password policies without additional training or 
burden on the user. Users no longer know their application passwords, and must gain access only via a 
OneSign-enabled PC.  OneSign makes a strong centralized application password policy a realistic 
objective while decreasing helpdesk costs.  OneSign can generate stronger passwords that conform to 
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any unique application requirements. Custom masks can be created on a per-application basis to allow 
administrators to configure a password length, mix of characters, specific characters or types for 
specified locations in the array, and more. 

Self-Service Password  Management 
Many OneSign customers use MS Domain or Novell passwords as their primary ESSO authentication 
mechanism. OneSign Users can reset their primary domain password by adding this optional self-
service mechanism. OneSign’s SSPW management option requires the user to enroll by providing  
secret responses to personalized questions.  The Administrator creates a central list of questions and 
then decides which and how many questions are to be presented to the user and answered during 
enrollment.  This question-and-answer dialog is delivered in the user’s local language.  OneSign users 
can also request ESSO-enabled application password reminders.  

SSPW management events are centrally logged in the OneSign appliance. SSPW service is optional 
and is set by the Administrator in OneSign user policy.  SSPW Management provides users either a 
built-in OneSign Agent or Web interface. 

Broad Range of Authentication Options 
Imprivata OneSign supports many forms of authentication out of the box — without any custom 
integration with device vendors.   These include password, strong password, ID tokens finger biometric 
authentication and identification, active and passive proximity cards such as HID and Indala cards  
smart cards, and Kerberos authentication.    

Administrators decide which users will have which authentication modes, and whether they should 
upgrade their authentication options over time.  Initially, administrators might choose to roll out 
passwords and eventually add stronger forms of authentication such as biometrics or proximity cards.   
Authentication options are set by OneSign user security policy and applied to users based on existing 
directory group memberships, or globally, or individually.  Prior to authentication use, OneSign users 
need to simply enroll each token, card, or finger.   

APG:  Application Profile Generator 
Once deployed, the OneSign Agent software automatically self-updates whenever new versions are 
detected on the OneSign Appliance. The initial Agent distribution is handled using the included MSI 
(Microsoft Installer) file that can be pushed using off-the-shelf push technology such as MS Active 
Directory Group Policy, MS SMS®, LanDesk®, Novell ZenWorks®, or any other MSI-compatible push 
technology. Updating the Appliance is as simple as uploading a single digitally-signed package file 
through the OneSign Appliance Administrator web UI. 

OneSign Extension Objects 
Organizations can extend OneSign SSO events to automate or integrate with an unlimited set of critical 
business functions.  This is done through the execution of one or more procedures that can be 
associated with any OneSign SSO Agent event.  The procedure could be a DOS command sequence, 
JavaScript, or VBScript script.  Examples include: 

�x Roaming User Desktops    (session management across workstations) 
�x Personalized Drive-Mapping    (desktop properties following a user who switches workstations) 
�x Automated Password Synchronization    (across multiple workstations) 
�x Any Event-Based User Message or Action    (such as executing a start-up command procedure 

upon a login event) 
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Shared Workstation SSO 
Many environments, including healthcare and manufacturing, utilize public PCs that are shared by a 
number of users. However, the identities and actions of each individual user must be monitored for audit 
and compliance reasons. SSO authentication can be transacted with the OneSign appliance in a 
manner that is disconnected from the current Windows domain or Novell User account. SSO users can 
easily log on or off a OneSign SSO session on demand via the tray icon or “one-button” login/lock 
control without changing the current Windows user. Single sign-off automatically closes all running 
applications when a new user presents a login request. Multiple users can share a workstation without 
giving up SSO benefits. A central SSO user log and centralized password administration are also 
beneficial to the organization.  

Shared workstation SSO includes: 
�x One button lock/unlock via globally defined keyboard key 
�x User switching - Single Sign-off which closes all running applications when a new user presents 

a valid login request (user switching does not change the network identity) 
�x Time-based lockout – desktop inactivity locks SSO session 
�x [Should we include Roaming Desktops?  Pro – it’s an important feature.  Con – it’s not an in-the-

box feature and people may expect us to deliver it as completed functionality when we can’t] 
�x

Audit, Reporting, and Logging 
Imprivata OneSign includes both appliance and user logs to ensure a complete record of SSO and 
password policy transactions. User-side logs are consolidated centrally to keep track of which 
applications were accessed, when, and by whom. Event logs cover user switching, password changes, 
login failures, enrollment, and more. Log file maintenance can be automated by the administrator based 
on file size or other parameters. OneSign’s unique Username correlation report can instantly generate a 
list of all users that are sharing common credentials for any SSO-enabled applications across the 
enterprise.  Appliance device logs can be read or published in standard syslog format. 

Failover  
Reliability is a critical requirement of authentication solutions. Imprivata OneSign uses a pair of 
synchronized redundant appliances. If the Primary Appliance becomes unavailable, Imprivata OneSign 
seamlessly transfers operations to the Redundant Appliance from the failed Primary Appliance — with 
no impact on Agent connections. 

Backup of Imprivata OneSign system information is easily managed through an intuitive interface. The 
system can be restored from a previously saved backup. The backup can be automatically archived at a 
set interval via FTP or Network file share so there is always a current backup available to be restored to 
an appliance should disaster strike. 

Integration with Existing Networks 
Imprivata OneSign securely connects existing users with existing applications. The quality assurance 
process includes extensive testing with many common operating systems, devices, and applications.  
The Imprivata OneSign Appliance is a pair of self-contained customized appliances built on standard 
hardware. The Imprivata OneSign Appliance is a secure, hardened SSO appliance, working as an 
integral part of your existing network. 
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IMPRIVATA ONESIGN APPLIANCE

Hardware 
Imprivata OneSign runs in an appliance form on a standard field-proven hardware platform.  All OneSign 
information resides on a physically redundant failover system pair, which are mirrored and switched 
automatically in the event of trouble. The appliance includes many self-diagnostic features and warnings 
for the OneSign administrator. 

Failover 
Imprivata OneSign’s failover architecture consists of two appliances: Primary and Redundant. The two 
appliances remain synchronized and continuously check for failures using a dedicated private back-end 
network consisting of a crossover cable and two dedicated network interface cards. OneSign Agents 
communicate with the system seamlessly using a virtual hostname or VIP.  

In the normal run state, the virtual hostname is mapped to the Primary Appliance. When a Primary 
Appliance failure occurs, the Redundant Appliance re-maps the virtual hostname over to the Redundant 
appliance. All OneSign Agents continue to communicate through the virtual hostname without 
interruption. Once the Redundant Appliance assumes control of OneSign services, it notifies the system 
administrator of the transfer to trouble-run state and recommends immediate replacement/repair of the 
Primary Appliance. During the trouble-run state, there is no longer a hot failover capability. 

When the Primary Appliance is returned to service, it is manually brought back online, synchronized with 
all current system information, and switched back to the normal-run state. Hot failover again becomes 
available.

OneSign Failover System 

Backup and  Restore 
Administrators can back up all OneSign information to a network storage device. Backup data is also 
encrypted. Only a licensed OneSign Imprivata appliance can restore/use the information. Administrators 
can use daily backup and restore to create an off-site backup of a data set. This data is essential for 
disaster recovery if both the Primary and Redundant appliances become unavailable. In this scenario, a 
cold standby appliance can be quickly resynchronized and restarted using the restored backup data. 
Daily backups can be automated and the resulting backup file relayed to a preset FTP location. 
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IMPRIVATA ONESIGN SERVER

Web-Based Administration 
Administrative duties include importing user accounts, setting SSO user policy, enabling applications, 
deploying applications for SSO, programming event notifications, and running OneSign reports. On an 
ongoing basis, administrators can edit, delete, import users and synchronize the OneSign database, 
and edit, delete, and enable or disable SSO services all from the OneSign Administrator, an intuitive 
browser-based user interface. Two levels of administrator privilege are supported for more flexible 
security. Context-sensitive help text is available for every input field, and the entire OneSign 
Administrator’s Guide is available online from every page of the OneSign Administrator. 

OneSign Administrator User Interface 

Delegated Administration 
Two levels of administrator privilege are included in OneSign. Any number of OneSign users can be 
promoted to the role of Super administrator or Administrator. Super administrators can perform all 
OneSign tasks, while administrators are limited to a configurable subset of more routine SSO activities. 
A default set of Administrator tasks are included, but these are able to be modified as needed by the 
Super administrator(s). 
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Installation 
A typical Imprivata OneSign deployment for 2,500 users can be installed and configured in under four 
hours. Installing the OneSign Primary and Redundant appliances requires only a Phillips screwdriver 
and a set of static IP addresses. Up to 50,000 users can be serviced from a single appliance pair. 
Initial configuration of the Primary and Redundant appliances requires assignment of addresses for 
hostname, IP, DNS, gateway, and SMTP server (for event notifications) through a simple LCD panel 
display and click-through web-based setup wizard.  

Once an appliances is configured, organizations can use OneSign’s intuitive Administrator interface to: 

Create an Administrator Account — Create the first Super administrator user. 

Import Users — OneSign users are synchronized with existing user directories. Synchronizing 
can be selectively restricted to groups or even to individuals. OneSign mirrors the user 
environment without any changes and can be automatically set to synchronize periodically. 
Multiple directories may be imported and a unified view of users is presented across all 
directory sources. 

Set Security Policies — Manage security parameters and policy settings (session 
management, logon attempts, failures before lockout, offline mode, authentication methods, 
self-service password management settings). Any number of OneSign Security Policies can be 
defined by the administrator. OneSign Security Policies can be assigned to individuals or to 
groups. A default policy is included for all OneSign users as a starting point.

SSO-Enable Applications — The administrator runs the Application Profile Generator (APG) 
and then deploys application profiles to individuals, user groups, or all OneSign users. APG is a 
simple web-based tool that is explained in more detail below. Deployed application profiles can 
be edited, expanded, and temporarily enabled and disabled. All application types are supported 
within APG including Web, client/server, and legacy. 

Distribute the OneSign Agent to Users — Automatically distribute and install the Imprivata 
OneSign Agent on user PCs with simply a click on the OneSign Administrator to notify users of 
the installer URL.  Alternatively, the MSI installer file can be distributed via “push” methods 
including MS Active Directory, Group Policy, MS SMS®, LanDesk®, Novell ZenWorks®, or any 
other MSI-compatible push technology. Three OneSign Agent alternatives are provided to meet 
every SSO environment (standard, shared workstation, and Citrix). 
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Self-Service Password  Management 
Many OneSign customers will use MS Domain or Novell passwords as a primary authentication 
mechanism for ESSO. OneSign Users can reset their primary domain password by adding this optional 
self-service mechanism. SSPW management requires the user to enroll shared secret information using 
personalized questions and answers.  

Enrollment consists of providing answers to a set of personal questions selected from a central list. The 
Administrator can add / delete questions to create a master list; and also determines how many 
questions must be selected from a list presented to the user and answered during enrollment. 
Administrator also decides how many questions must be answered correctly during a SSPW services 
request. These 2 settings are part of the security policy and are applied to users or groups. 

OneSign Users can obtain self-service password reset of their primary network password. Primary 
passwords reset in this manner will comply with network group policy. Users can also request ESSO-
enabled application password reminders. SSPW management events are centrally logged in the 
OneSign appliance. SSPW service is optional and is set by the Administrator in OneSign user policy. 
Users can access SSPW Management capabilities via either a built-in OneSign Agent or Web interface. 

User Directories 
Imprivata OneSign supports a range of user directory formats, including MS Active Directory, NT4 
Domains, Novell NDS®, eDirectory®, SunOne® directory and Oracle Internet Directory ® (OID). Importing 
users from an existing user directory is a straightforward task. The administrator specifies the 
connection to the external source (including host name, username, and password), and imports the list 
of new users. Imports can be constrained to allow only one or more groups, and can be scheduled for 
unattended synchronization. Logs are created indicating users accepted and users rejected. 

Users: Groups and Security Policy 
Imprivata OneSign also offers the OneSign Administrator a broad array of user management tools 
accessible from an intuitive browser-based user interface. After users have been imported, 
administrators can select them based on directory groups, domains, name attributes, enrollment status, 
and other useful criteria.  

Once selected, administrators can enable or disable users, or apply an appropriate OneSign User 
security policy, which includes SSO session management, self-services, and authentication policy. On 
an individual basis, users can be assigned policy settings as well. Once users have been enabled, they 
can self-enroll for SSO services according to their policy. Administrators can easily view the status of 
OneSign users throughout the process. The benefit of a central set of user identities includes the ability 
to easily extend a set of ESSO policies to a heterogeneous set of users from within a unified 
management view. All this is done without extending directory schema, and without storing any 
additional data on the directories themselves. 

SSO-Enabling Applications 
Managing SSO applications is easy and requires no scripting. Administrators can view and edit 
previously deployed application profiles, deploy new application profiles, SSO-enable or disable 
deployed application profiles, learn application behavior and browse or update application profiles — all 
from a simple, intuitive browser interface. Application profiles provide convenience and security without 
requiring ANY modifications to existing applications and no changes to the user experience. 

Flexible Deployment 
Application profiles can be deployed for individuals, groups, or for all users. This simplifies phased roll-
outs and pilots. Group memberships are inherited from the existing user directories. Administrators can 
enable a pilot group or set of individual users, then later enable additional users, at the pace that fits the 
organization. 
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Shared Credentials 
Applications that share credentials are a snap. During deployment, simply associate the application with 
either a domain credential or a separate OneSign credential store. OneSign takes care of the rest. 
Imprivata OneSign’s secure implementation of XML and Web Services eliminates typical vulnerabilities 
and administrative concerns associated with client-side scripting. Password policy is clear and 
straightforward. Administrators can change password constraints (credential store, min/max length, 
reset interval, auto reset) on demand, and handle application-generated password reset requests. Both 
application passwords and the domain/directory credentials can be managed in this manner depending 
on the policy required. 

Authentication, Credential Transport, and Login 
Imprivata Secure eXchange (ISX) secures the storage and delivery of user credentials, policy, and XML 
profiles. Communication between the Imprivata OneSign Agent and OneSign Appliance is always 
secure, private, and authenticated. User credentials are held in a digital vault during the communication 
session and cannot be copied or stolen. Symmetric and asymmetric cryptographic keys are employed 
including Advanced Encryption Standard (AES - Rijndael) and Elliptic Curve Cryptography (ECC) 
ciphers. 

Self-enrollment and authentication for Imprivata OneSign are fast, easy, and auditable. Supported 
primary authentication methods include passwords and strong passwords, ID tokens and smart cards, 
finger biometrics, active and passive proximity cards, and Kerboros.  An authenticated OneSign user 
gains secure SSO credentials for all registered applications to which he already has access privileges 
(granted by the applications themselves) for the duration of the Imprivata OneSign session. Session 
length and policy is centrally set by the administrator. Session policy can be enforced with challenges at 
the end of set intervals, randomly, or based on a time of inactivity or in combination. At session 
expiration, users are challenged for re-authentication. The settings can be easily changed and assigned 
to users or groups using OneSign security policies as needed from within the OneSign Administrator. 

Audit, Reporting, and Logging 

OneSign User, Application, and Appliance Logs 
Imprivata OneSign records all events in log files that are accessible to the administrator. This log 
includes a history of all OneSign configuration changes together with a timestamp and the username of 
the administrator to provide an audit trail. Client-side events pertaining to SSO services are collected 
and consolidated by the OneSign appliance for centralized viewing and reporting. All OneSign Agent 
events pertaining to user login, password change, session start-stop, and success and failure are 
centrally consolidated in the appliance for reporting. 
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User Activity 
Imprivata OneSign includes easy–to-use reporting tools that enable generating reports of user and 
administrator activity, application SSO activity, workstation activity, and exception reports for specific 
failure events. Administrators can export any report to a comma separated variable (CSV) file for use in 
third-party reporting applications. The entire User activity report can be exported as part of log file 
maintenance settings. Exporting can be done on demand, or on a scheduled interval for storage. 

Event Notifications 
A notification feature enables the OneSign Appliance to generate e-mail notification for a variety of 
system events, including user authentication failure, user lockout, heartbeat failure, and system failure. 
Administrators can also send notifications to monitoring systems via URL posting in XML format.  The 
use of OneSign Extension Objects can trigger more extensive notification procedures, such as 
outbound-calling telephone notifications. 
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OneSign Deployment 
Imprivata OneSign is easy to configure.  A typical Imprivata OneSign roll-out requires no more than four 
hours for installation and configuration of basic SSO functionality.   After deployment, enabled users can 
self-enroll automatically upon the launch of any deployed application (beginning with their own desktop 
login).

Importing Users  
from a Directory 

To import users from a directory: 
1. Select the Users tab in the OneSign Administrator. 
2. Choose Import and Synchronize.   
3. Choose type of data source (Active Directory, NT Domain, Novell NDS or  
    eDirectory, Sun One, or Oracle OID Directory). 
4. Specify the necessary parameters for the data source. 
5. Choose default parameters applied to new users 
6. Configure schedule interval for automatic synchronization if desired. 
7. Choose Synchronize . The OneSign database is synchronized with the data 
    source. 
8. Results of import are summarized in Users viewer.  

Define Security  
Policy for SSO 

To add or edit a security policy: 
1. Select the Properties  tab and Security Policies in the OneSign
    Administrator. 
2. Click Add  to add the new policy.  
3. Enter policy information.  
4. Click Save. 
5. Note that this policy may now be applied to user or group of users. 

Profiling an
Application  
for SSO 

To generate an application profile: 
1. Select the Applications  tab in the OneSign Administrator. 
2. Select Add  to launch APG.  
3. Specify the application name, screen types, learn the screens, define 
    recognize, capture, and proxy attributes as needed, choose auto submit if 
    desired. 
4. Click Save. 
5. Close APG, select the OneSign Administrator Applications  tab, and select a 
    profile and the select the Deploy checkbox .
6. Choose the application you just learned in APG, choose users or groups to 
    receive this SSO profile, its credential source, and set a password change 
    policy if desired, and choose a shutdown key sequence for shared workstation 
    Agent users. 
7. Click Save.

Programming Event 
Notification 

To program automatic notification of an event: 
1. Select the Events  tab in Imprivata OneSign Administrator.  
2. Choose Add  to add a new event handler.  
3. Choose the type of event. 
4. Assign date, account, and application conditions, if any. 
5. Select either Send notice by email or Post to a URL. 
6. Click Save.

Running a Report To run a report on user, application, or workstation activity: 
1. Select the Reports tab in Imprivata OneSign Administrator. 
2. Choose from a list of pre-defined reports. 
3. Fill out the Reporting Form. 
4. Click Go. The report appears in a browser window.  
5. Reports can also be exported as a Comma Separated Variable file. 
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THE IMPRIVATA ONESIGN AGENT

The Imprivata OneSign Agent is a client-side Windows program resident on each user’s computer, or 
shared workstation, that creates a secure session and delivers SSO functionality to OneSign-enabled 
Client/Server, Web, and Legacy/Mainframe applications. The OneSign Agent recognizes a screen of 
authentication demands by the application and responds by proxying a user’s credentials into one or 
more input fields.  

The OneSign Agent automatically initiates when the computer is started. Once running, the Agent 
periodically checks for updates to SSO data and policy as well as updates to the Agent code itself.  

The Agent is available in 3 forms to match the needs of the users: 

�x OneSign Agent 
�x OneSign Workstation Agent  
�x OneSign Citrix Agent 

The OneSign Workstation Agent can be installed on public or shared computers where it is desirable to 
have SSO sessions for multiple users on the same PC without changing the network identity of the 
logged-in workstation. 

The OneSign Citrix Agent can be installed on Citrix MetaFrame servers or Microsoft Terminal Servers as 
needed to cover all the Citrix-published or MSTS applications that will be SSO-enabled. The OneSign 
Citrix agent is never installed on the local workstations. 

Installing the OneSign Agents 
The OneSign Agent is a small Windows application packaged as an MSI (Microsoft Installer) file. 
Administrators can push the OneSign Agent installer to users through their preferred method, including 
MS Active Directory, MS SMS®, LanDesk®, Novell ZenWorks®, or any other MSI-compatible push 
technology.  
Alternatively, the MSI installer can be self-downloaded to a user’s computer from a OneSign appliance 
URL.  The URL is automatically included in an e-mail that can be triggered for delivery to any user by 
the OneSign administrator. When the user clicks the download URL, the Agent automatically installs in 
less than a minute with no additional user intervention. Users without installation privileges can be 
accommodated using an administrative installer credential that can be optionally stored using the 
appliance administrator UI. 
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OneSign Agent Functionality:  Single User 

This OneSign Agent is the full-feature version intended for users who prefer seamless enterprise SSO 
that is tied directly to their desktop login, which is either a Windows domain login or a Novell login 
identity.  A single login event permits access to the user desktop as well as a OneSign SSO session all 
in a single step. 

Desktop Login 
The OneSign Agent secures the initial Windows domain or Novell logon by discovering the user’s login 
information and enforcing the authentication policy for Imprivata OneSign logon.  A user who logs into 
his desktop obtains a secure Imprivata OneSign session. The OneSign Agent secures the desktop login 
and enforces Imprivata OneSign primary authentication policy (password, ID token or finger biometrics). 
By chaining into the Windows GINA or Novell GINA process, OneSign also interacts seamlessly with 
Ctrl-Alt-Del, screen saver, or session timeout. 

SSO Services 
The Imprivata OneSign Agent monitors the user computer for authentication screens from Client/Server, 
Web, or Legacy/Mainframe application and compares this to the list of deployed application profiles 
updated upon each OneSign session. The Agent detects whether a deployed application is performing a 
function defined in the application profile and initiates a predefined task such as capturing or proxying 
credentials or executing a password change on behalf of the OneSign user.  

If credentials are absent, the Agent waits in credential-capture mode for the user to provide credentials 
for the application. If the credentials provided by the user are valid, the Agent encrypts and stores them 
in the credential vault for storage in the appliance. If the credentials are rejected, the credentials are not 
saved.

Users launch an SSO-enabled application the same way they normally do, including clicking on a 
desktop icon, selecting it from the Windows start menu, or running a command line. Any application that 
runs in a supported Windows environment can be enabled for SSO with Imprivata OneSign. 

Shared Environments 
Using Ctrl-Alt-Del or the OneSign Agent icon in the system tray, users can log off, log on, disable, 
enable and re-authenticate to OneSign without compromising digital identities. The desktop network 
user and the OneSign user have the same identity when using the OneSign Agent. 

�x One button lock/unlock is a globally-defined keyboard key. Upon locking, the workstation is 
suspended pending unlock by the same or new SSO user. 
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OneSign Agent Functionality:  Kiosk Workstation  

Use the OneSign Workstation Agent when a PC is shared by multiple users, and their SSO sessions are 
not tied into the desktop login identity. Multiple users can enjoy SSO benefits on a shared workstation 
without requiring a complete desktop/network logoff/login operation. The desktop login occurs 
independent of the ESSO shared workstation session logins. 

Desktop Login 
The OneSign Workstation Agent authentication is transacted with the OneSign appliance in a manner 
that is disconnected from Windows domain or Novell authentication. Users launch their workstations 
separately. Users can log into and out of OneSign sessions on demand from the OneSign system tray 
icon without changing the current desktop user. Session management is limited to revoking and 
renewing the current OneSign session. 

SSO Services 
The Imprivata OneSign Workstation Agent provides SSO in exactly the same way as the OneSign 
Agent.

Shared Workstations 
Using the OneSign icon in the system tray, multiple users can log off, log on, and re-authenticate using 
a shared PC without compromising digital identities. Only a single OneSign SSO session is active at any 
one time. SSO authentication will be transacted with the OneSign appliance in a manner that is 
disconnected from Windows domain or Novell authentication. Users can log into and out of OneSign 
SSO sessions on demand from the tray icon or “one-button” login/lock control without changing the 
current Windows user. Session management is limited to revoking/renewing the current OneSign 
session. All authentication modes are supported per security policy. 

�x One button lock/unlock is a globally-defined keyboard key. Upon locking, the workstation is 
suspended pending unlock by the same or new SSO user. 

�x Single Sign-off, or fast user switching; closes all running applications when a new user presents 
a valid login request. Unlocking by previous user returns user to previous session state 
(applications still running as at the time of locking). 

�x Time-based lockout – inactivity based session expiration causes the suspend behavior to trigger 
without requiring the one-button lock activation. 

One-Click User Lockout 
Administrators can disable any user from all SSO-enabled enterprise applications and the network 
desktop logon with a single click. If Imprivata OneSign automated password policies have been 
implemented, users no longer know their various strong passwords to back-end applications and cannot 
use out-of-band connections to gain access. 
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OneSign Agent Functionality:  Citrix or MSTS 

Use the OneSign Citrix Agent when SSO applications are served by a Citrix MetaFrame server farm or 
Microsoft Terminal Servers. 

Desktop Login 
The Citrix server provides application browsing and execution services. Citrix NFuse and the ICA clients 
use the browsing services to provide the user with the set of applications that are published in a Citrix 
server farm. The user’s credentials are passed on to Windows Terminal Services (MSTS) to establish a 
session on that server, and require the Windows logon process. The OneSign Citrix Agent login dialog 
(GINA) is called during this process, which passes credentials through to complete the process. During 
the logon process OneSign captures the user’s credentials and authenticates to the OneSign Server. If 
the user is authenticated, the OneSign Citrix Agent is launched, which downloads that user’s SSO data 
for the Citrix-based session. The credential capture and proxy executes on the Citrix Server and does 
not require a OneSign Agent on the user’s local machine. 

NOTE: SSO services for non-Citrix applications require a local OneSign Agent or OneSign Workstation 
Agent.

In a Citrix farm, when a user opens up multiple applications, depending on the Citrix farm settings, the 
applications can be executing in the same session on the same server, where there will be a single 
virtual OneSign Agent present for each SSO user. Or they can execute in separate sessions on 
separate servers during which each session has its own associated OneSign Citrix Agent instance. The 
OneSign Agent behavior is identical regardless of the access mechanism. 

SSO Services 
The Imprivata OneSign Citrix Agent provides SSO in exactly the same way as the OneSign Agent. 

Shared Environments 
There is no system tray icon visible while using SSO via Citrix published applications. Any number of 
Citrix sessions can be launched on behalf of any OneSign users. Each Citrix-based SSO session runs 
independently from the others. 
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Agent Availability – Offline Mode 
Imprivata OneSign users can be enabled for Offline Mode via user security policy. When a user is 
Offline Mode-enabled, his latest SSO session data are encrypted and securely cached on the local 
machine. The OneSign Agent detects when the OneSign appliance cannot be reached and 
automatically switches to Offline Mode until the appliance connection is reestablished. An example of 
this is when a laptop is temporarily disconnected from the network. When the OneSign appliance is 
again available (e.g. the laptop is reconnected), the user is challenged to re-authenticate and upon 
success, obtains an online OneSign session. Users’ SSO experience remains the same regardless of 
mode.

Remote or VPN Users – Offline Mode 
Imprivata OneSign remote virtual private network users typically start their desktop in an offline mode 
(not connected to the enterprise network). The remote user then initiates an ISP connection and 
launches the local VPN client session. Once network connectivity is established via the VPN tunnel, the 
OneSign agent heartbeat is answered by the OneSign Appliance, and the user is challenged for 
authentication. Once authenticated, the OneSign Agent goes online, and continues as if the user were 
connected to the local network. If primary authentication is via password, the local ISP login and the 
VPN client login can also be enabled for offline SSO by the OneSign Administrator. 

Authentication Options 
Imprivata OneSign supports major forms of authentication out of the box — without any custom 
integration with device vendors.   Administrators decide which users should have which modes of 
authentication, and whether they should upgrade their authentication options over time.  Initially, 
administrators might choose to roll out passwords and eventually add stronger forms of authentication 
such as biometrics or proximity cards.   Authentication options are set by OneSign user security policy 
and applied to users based on existing directory group memberships, or globally, or individually.  Prior to 
authentication use, OneSign users need to enroll each token, smart card, or proximity card.  

ID Tokens 
Sites that have deployed Secure Computing SafeWord®, Vasco Digipass®, or RSA Security 
SecurID® strong authentication tokens can leverage their investments. OneSign includes built-in 
support for the Secure Computing Premier Access and Remote Access Servers, Vasco 
VACMAN server, and RSA Authentication Manager for desktop authentication. OneSign can 
provide a true seamless single-step desktop login using 2-factor one-time passcodes for login to 
any SSO-enabled Client/Server, Web, or legacy application from any OneSign-enabled desktop. 

Finger Biometric Authentication  
Imprivata embeds a set of secure, high performing finger biometric capabilities within the core 
OneSign appliance – at no added cost beyond the fingerprint readers.  With finger biometric 
authentication, fingerprint matching confirms that a user is who he says he is.   

Finger Biometric Identification (Optional Module) 
OneSign optionally supports finger biometric identification. This differs from standard 
authentication in one critical way.  With finger biometric identification, the matching algorithm 
establishes the user’s identity from the database of all enrolled users without need for the user 
to enter a username … no typing is needed!   



Imprivata One Sign Product Overview 21

Copyright 2005 Imprivata, Inc 

Finger Biometric Support with the ThinkPad 42T  
OneSign supports the ThinkPad GINA replacement that uses the UPEK swipe reader to 
execute a Windows login.  Users must enroll and authenticate locally using whichever GINA 
model is in place.  Then, OneSign will TRUST the previous GINA in the chain and will take the 
Username and Windows Session ID and continue on.   

Active Proximity Cards  
OneSign natively supports Xyloc Locks and KeyCards proximity cards from Ensure 
Technologies. Xyloc is an active RF product that allows users to identify themselves merely by 
approaching a proximity-enabled PC.  OneSign automatically locks the PC when the user 
departs. This feature is natively supported and requires no additional software or server to 
operate. Xyloc cards will interoperate with the OneSign single-user agent or the shared 
workstation agent options. 

Passive Proximity Cards 
OneSign customers can take advantage of pre-existing low-cost passive access cards as a 
familiar, easy authentication option without re-issuing cards to users.  OneSign supports 
integration for the passive proximity physical access cards from HID and Motorola/ Indala. No 
OneSign-to-access-card-panel interface is required.  Mapping of the existing card to a OneSign 
User identity is automated via the pcProx-USB card reader from RFIdeas, Inc.  Access card 
mode may be combined with password or finger biometrics to provide 2-factor authentication, if 
desired. 

Smart Card/USB Tokens  
OneSign supports the use of x.509 v3 digital certificates for Windows login in MS Active 
Directory environments. A smart card authentication grants the user network access and an 
SSO session in a single step. OneSign is fully compatible with MS Active Directory certificate 
services and can use any smart card or USB token that contains a MS-compatible login 
certificate and compatible CSP middleware for MS Active Directory environments using 
Windows 2000 or XP professional desktops.   
Smart cards that comply with the US DOD Common Access Card standard are also supported 
for use in MS Active Directory desktop authentication and SSO in a single step. 

Kerberos Authentication for MS Active Directory Pas swords 
OneSign supports the choice between native username/password authentication with or without 
Kerberos for MS Active Directory environments. Kerberos mode offers enhanced authentication 
speed and additional encryption for password users. For all other directory types, UN/PW mode 
is handled natively through OneSign’s default challenge/response mechanism. 

Self-Updating OneSign Agent 
Once deployed, the OneSign Agent software automatically self-updates whenever new versions are 
detected on the OneSign Appliance. The initial Agent distribution is handled using the included MSI file 
that can be pushed using off-the shelf push technology including MS Active Directory Group Policy, MS 
SMS®, LanDesk®, Novell ZenWorks®, or any other MSI-compatible push technology. Updating the 
Appliance is as simple as uploading a single digitally-signed package file through the OneSign 
Appliance Administrator web UI.  This self-updating capability can be turned on or off via a global policy 
option.
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APPLICATION PROFILE GENERATOR 

Administrators can create or edit existing profiles using the OneSign Application Profile Generator 
(APG). The APG learns the authentication requirements of each target application and generates an 
XML-based application profile. The APG keeps track of all supported computing environments on the 
network and generates the corresponding profiles without the need for any custom scripting or 
integration. Profiles are automatically uploaded to the OneSign appliance by the APG and are ready for 
deployment to users at runtime according to user and application-level policies set in the OneSign 
Administrator. 

Imprivata OneSign Application Profile Generator  

Learning
APG has the unique and patented ability to learn target application behaviors and express them in XML 
application profiles. All application types are supported, including include Web applications running in IE, 
Windows applications (including Java clients, VB, and custom applications), Host-based mainframe 
applications running in a HLLAPI terminal emulator, non-HLLAPI terminal emulators, custom host 
emulators, or a Windows command line console. APG automatically determines the correct technology 
to apply as well as the target application type at the time of learning. 

APG can test the profile locally against the target application in any supported environment. This saves 
time troubleshooting application profile errors during deployment. APG learns the various states that the 
target application can get into during login and password change actions. 
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Application/Screen Recognition 
At runtime, the OneSign Agent recognizes the type of technology, launch, and context of an SSO-
enabled application, and can interact with all necessary screens for login and password change 
management. This behavior is based on the XML profile that was obtained at ESSO session startup. 
Once an application process is launched, OneSign identifies the current context of the current screen in 
order to properly interact with it. This indicates the current state of the application to the OneSign agent. 
The resulting agent behavior is intelligent and seamless to the user. 

APG has the ability to identify difficulties in a recognition task, and switch to alternative recognition 
methods. 

Advanced Mode – Native and Explicit Capturing 
During self-enrollment the first time a new ESSO-enabled application is launched, the normal default 
Agent behavior is to capture credentials from the applications’ native dialog. Most applications can be 
profiled in this manner by choosing APG defaults. 

In cases where native dialog capture is not possible, explicit credential capture is an option available in 
the APG for uncooperative or stealth applications. Using advanced options, explicit capture presents the 
user with a OneSign-generated dialog to be used during self-enrollment credential capture/password 
change capture. 

OneSign Explicit Credential Capture Dialog Example  

Advanced Mode – Default Proxy and User Simulation 
The OneSign Agent submission engine allows for sophisticated and flexible proxy behavior at runtime. 
Most applications interact successfully with the OneSign Agent’s default proxy behavior. A small 
percentage of applications exhibit behaviors or have unique attributes that are not supported by the 
APG default settings. In these cases, credential submission is configured by extended proxy attributes 
found in the APG in advanced options.  

The commands and structures of the submission engine include: keyboard primitives/coordinates, 
ordinals for submission sequence, timing, and actions for set focus. The submission engine is able to 
emulate any user/keyboard/mouse behavior at runtime. Keystroke learning and profiling tools are 
included in the advanced options. 
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ONESIGN EXTENSION OBJECTS 

OneSign Extension ObjectsTM permit OneSign to reach beyond base SSO capabilities to support 
external software tools or procedures.   These procedures can be comprised of DOS command 
sequences, JavaScript, or VBScript scripts – and are triggered by pre-defined OneSign Agent events.    

Using the Procedure Code Extension Object   
A triggering event may be “Global” - tied to an Agent event, or “Application” - tied to a specific  
application, such as an event tied to an application’s startup or shutdown or the display of a specific 
application screen. 

To Add/Delete or Enable/ Disable a Procedure Code object, a User needs to: 
�x Click on “Add” or “Modify” 
�x Specify conditions that will trigger this code 
�x Enter the procedure code 
�x Select execution method, then Save 

The User needs to indicate whether the procedure code is to be executed from the command line or 
saved to a file.  Procedure codes run from the command line must use DOS commands.  
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A user can: 
�x Execute procedure code in response to a single event  
�x Execute procedure code in response to one of several events, through the use of the “OR” 

function
�x Conditionally execute procedure code in response to an event that contains the “PAUSE” or 

“UNLESS” function and allows subsequent user input to trigger a cancellation event  

Procedure codes saved to a file can be complex scripts written in Microsoft VBScript or in JavaScript. 
These procedure codes are saved in a TEMP folder only until executed. At runtime, the variables are 
replaced with in-memory values. The code is saved to disk for execution and deleted when execution 
terminates. The OneSign Agent uses the Windows Shell to open the saved file for execution, relying 
upon the file extension to identify how to execute it. 

Procedure codes are encrypted and stored on a centrally managed server.  At runtime, they are 
automatically distributed to the Agent as part of the session using Imprivata’s Secure eXchange (ISX) 
technology.   

Carefx’s Fusionfx Extension Object    

OneSign is fully integrated with Carefx's Fusionfx Context Manager CCOW solution via the Fusionfx 
Context Channel software.  When a user authenticates to OneSign, he is seamlessly  authenticated to 
the full Fusionfx Context Manager experience.  This works for any computer with the Fusionfx client 
installed, regardless of which OneSign Agent is installed.  

No scripting or other modifications are required. To use OneSign with Fusionfx Context Channel and 
Fusionfx Context Manager, just enable the Carefx extension object. Note: You can enable or disable the 
Carefx extension object. 



OneSign Events Glossary   

Global events 
Are triggered by OneSign Agent activities and apply without regard to any running applications. They 
are useful for Procedure Codes invoked by user or computer workstation actions.  

Global Event Agent Type Event Trigger 

Agent Startup All This event is only fired when the agent process is started. This 
may happen because of the Autorun key in the registry, or 
because of a manual startup of the Agent. At the time when 
this event is fired, the Agent has no logged-in SSO user.  

Agent Shutdown All Fired right before the termination of the Agent process. This 
event is fired when the user chooses to exit the Agent or when 
the user chooses to logoff. At the time when this event is fired, 
there may or may not be an logged-in SSO user.  

User Login Workstation  
Agent

On a Workstation Agent, this event is fired immediately after a 
new user unlocks the workstation. The event is also fired just 
after any authentication where the new user is different from 
the previous user.  

 OneSign Agent, 
Citrix Agent 

Fired immediately after an SSO session is started for the user. 
This event fires sometime after the AgentStarted event, when 
the Agent picks up the SSO session. At the time this event is 
fired, an SSO user is logged in. The user may be online or 
offline depending on the state of the communications with the 
SSO server. This event is also fired just after any 
authentication where the new user is different from the 
previous user. 

Desktop Locked OneSign Agent  
and
Workstation  
Agent

Fired at additional finger enrollment, random challenge, 
offline/online transition with an expired SSO session, 
offline/online transition with non-offline support policy set, 
inactivity challenge, hotkey press, Lock event. At the time 
when this event is fired, there may still be a logged-in SSO 
user.

 Citrix  Random challenges, inactivity challenges, offline/online 
transitions should not trigger this event as the desktop does 
not get locked for a Citrix Agent under such conditions.  

Desktop
Unlocked  

All This event fires after a returning user unlocks a locked 
desktop. Connection Lost All Fired during all online/offline 
transitions. When this event is fired, there should always be a 
logged-in SSO user.  

Connection Re-
established  

All Fired during all offline/online transitions. When this event is 
fired, there should always be a logged-in SSO user. 
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OneSign Events Glossary   

Application events  
are triggered by OneSign-recognizable events from specific applications.  

Application Event Application Type Event Trigger 

Application 
Startup

HLLAPI Fired every time a new application is recognized within a 
HLLAPI session. When this event is fired, a logged in SSO 
user exists and application variables may have captured 
values.

 Windows,  
Java

Fired every time a new application is recognized. When this 
event is fired, a logged in SSO user exists and applica-tion 
variables may have captured values.  

 TEs,  
WEB

Terminal emulator containers being started will trigger this 
notification  

Application 
Shutdown  

Windows, 
Java

Fired when the main window of an application is about to be 
closed.

 TEs,  
Web  

Terminal emulator containers being closed will trigger this 
notification  

Screen Appeared  Windows,  
Java

Fired every time a profiled screen is recognized in an active 
window.  

 Web  Fired upon navigation to a monitored URL  

Capturing 
Credentials  

Windows, 
Java,
TEs,  
Web  

Fired when the Agent changes to Credentials Capture mode. 
This change of mode corresponds to the display of the 
notification bubble with the "Capturing Credentials" text.  

Credentials 
Captured  

All Fired when the Agent exits Credentials Capture mode. This 
change of mode corresponds to the display of the notification 
bubble with the "Credentials Captured" text. Note that this 
event may not be fired following a Capturing Credentials event 
as a success screen may not be seen. 

Credentials 
Proxied  

All Fired after credentials have been proxied to a screen.  

Password 
Change Begin  

All Fired when a password change screen is found and cre-
dentials are about to be captured on the screen. This change 
of mode corrssponds to the appearance of the “Capturing 
Credentials” notification bubble.  

Password 
Change 
Complete

All Fired when credentials have been successfully captured on a 
password change screen.  

When you enter the procedure code, use the Imprivata variables available from the Variables Glossary. 
Note: Imprivata Keystroke Codes are not usable with Procedure Codes. 
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IMPRIVATA ONESIGN SYSTEM REQUIREMENTS 

Desktop Operating Systems: 

�x Microsoft Windows 2000 SP2 
�x Microsoft Windows XP Professional, or XP embedded 
- Microsoft Windows Server 2003 

User Directories: 

�x Microsoft Active Directory Server 2000 / Server 2003 
�x Microsoft NT 4.0 Domains 
�x Novell eDirectory 8.0 and later (eDirectory 8.1 required for SSPW management) 
�x Novell Netware 5.1 with NDS 8 and later 
�x SunOne Directory Server 5.0 
�x Oracle OID 10g 

Primary Authentication Options: 

�x Password (authenticated via supported user directories) 
�x UPEK TouchChip USB finger biometric scanner 
�x Secure Computing SafeWord tokens using Premier Access Server 3.1.1 and later or SafeWord 

Remote Access on MSAD 
�x RSA Security SecurID tokens using RSA/Ace Server 5.0 (Authentication Manager) and later 
�x Xyloc Proximity cards and readers from Ensure Technologies 
�x Physical access cards from HID and Motorola/Indala 
�x Digital Certificates used for Windows authentication contained in a Smart Card or USB token 

with correct middleware to support Windows authentication in a MSAD environment on Win XP 
or Win2K. 

�x Kerberos in a MSAD environment with Win XP or Win2K desktops 

Web Browsers: 

�x Microsoft Internet Explorer 5.5 SP2 and later (OneSign Agent, on the user computer) 
�x Microsoft Internet Explorer 6.0 SP1 and later (OneSign Administrator and OneSign Appliance 

Administrator) 

SSO Applications: 
Imprivata OneSign supports SSO services to all applications that OneSign users can access from a 
supported Windows OS. OneSign uses its Application Profile generator (APG) to learn application login 
behaviors and create application profiles for applications accessed via the following computing 
environments: 

�x Web browser-based applications (MS IE browser) 
�x Windows applications, commercial client/server applications, Java, VB, custom, others 
�x Command Line or console applications (excludes Win 98 and NT4 OS) 
�x Terminal emulator/ host-based applications in HLLAPI 
�x Non-HLLAPI terminal emulators 
�x Citrix-published applications of any supported type above 
�x MS Terminal Services-published applications 

Trademarks mentioned remain the property of their respective owners. 


